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Cybersecurity in the Space Domain:  
Safeguarding Our Future

A thousand kilometers above, the International Space Station (ISS) began slowly veering off its usual 
orbital track, unbeknownst to the astronauts living and working inside. Meanwhile, thousands of 
kilometers below, another significant event was taking place.

Simultaneously, the global positioning system (GPS) ground stations, a constellation of 24 satellites 
traveling 12,000 miles above the Earth to provide positioning data to billions of users around the globe, 
started reporting unexpected anomalies. This wasn’t an isolated error; all 24 satellites were rapidly 
rendered non-operational. The lifeblood of navigation and timestamping systems worldwide was 
effectively silenced.

Down on Earth, the impacts of this double-edged attack were almost immediate. Air traffic controllers 
stared at their screens in bewilderment as the positional data of thousands of planes disappeared.

DAVID NEUMAN
International Space Center Mission Control
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In the quiet and bustling offices of the International Space Station’s control 
center in Houston, Texas, a tension-filled silence suddenly hung in the air. The 
screens in front of the control team flickered, shifting from the usual display of 

telemetry data to an ominous black. Only a single line of text remained:  
“Access granted. Control transferred.” 
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Ships at sea lost their bearings, and self-driving vehicles 
on the streets came to a bewildered halt, unable to 
pinpoint their location. Stock markets experienced extreme 
turbulence as high-frequency trading systems faltered.

In the backrooms of power grids, engineers watched in 
horror as synchronization of the grid, which relied on GPS 
timestamps, started to fail, causing blackouts in cities 
worldwide. At the same time, billions of smartphone users 
were suddenly unable to access location-based services, 
severely disrupting daily life and business operations. The 
world had been rendered blind and lost in space and time.

At the ISS control center, the staff desperately tried to 
regain command of the space station. Their concern was 
not just for astronaut safety but also for the dozens of 
crucial scientific experiments onboard, many of which had 
implications for climate research and future space exploration. As the ISS continued its unintended and 
risky orbital maneuver, the specter of the uncontrollable descent of the 420,000 kg station towards Earth 
loomed, with potentially catastrophic consequences for those on board and those in the projected 
impact zone on Earth.

Suppose this hypothetical scenario had actually happened. What would come next?

Chaos would have erupted in the civilian world and within the corridors of power, both domestic and 
international. A flurry of activity would have begun within various government agencies in the United 
States. The Department of Homeland Security would have quickly mobilized to protect and coordinate a 
response to cyberattacks against terrestrial components of the space systems. 

And so it went. As they worked tirelessly to manage the impact on civilian infrastructure, the Federal 
Bureau of Investigation launched a parallel investigation, seeking to identify the perpetrators of the 
cybercrime. Simultaneously, the Department of Defense, in coordination with the U.S. Space Force and 
U.S. Cyber Command, focused on the defense of national space systems. Their immediate goal was 
to restore control of the International Space Station and the GPS satellites while securing other space-
based assets against potential follow-up attacks.

The National Reconnaissance Office, tasked with operating intelligence satellites, was also in high 
gear, scanning through petabytes of data to ascertain if the attack originated from a foreign power. 
Meanwhile, the National Aeronautics and Space Administration (NASA) provided technical support, 
applying its extensive expertise on the ISS to help regain control of the wayward space station.

Despite this flurry of activity, there was a palpable sense of confusion and tension due to overlapping 
jurisdictions and the need for defined responsibilities. It needed to be made clear who should be taking 
the lead, causing delays in the response and creating friction between agencies. With its responsibility 
for commercial spaceflight, the Federal Aviation Administration felt sidelined despite the significant 
impact on commercial aviation and navigation systems.

Internationally, the response was even more fragmented. Nations dependent on GPS scrambled to mitigate 
the impacts. Discussions started at the United Nations about the need for an international framework for 
space cybersecurity. The spacefaring nations, each with its own stake in space assets, urgently convened to 
discuss a joint response. But the absence of an international body with clear responsibility and authority to 
respond to space-based cyberattacks added another layer of complexity and delay.

Contemplating the 
chaos of a major 
cyberattack on space 
technology may  
be easier than  
trying to imagine a 
coordinated response.
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This hypothetical is indeed the stuff of science fiction. And yet, it represents a plausible threat in our 
increasingly interconnected and space-reliant world. The repercussions such an event could have 
on society and businesses worldwide, from disrupting air travel and telecommunications to causing 
catastrophic power failures and affecting financial markets, are alarming.

Our future on Earth and in space is irrevocably tied to our ability to safeguard these crucial systems 
from cyber threats. Hence, the need for technological solutions and international cooperation, for norms 
and defined responsibilities in this rapidly growing field. This is not merely about preserving the status 
quo; it’s about securing a future where space continues to be a resource that unites nations, propels 
economic growth, and catalyzes scientific discovery. 

WE ARE INTERTWINED WITH THE SPACE DOMAIN
Our entanglement with these space systems stretches far wider and deeper into our everyday lives 
and societies than one might initially realize. A look at satellite communications, weather forecasting, 
climate monitoring, and other dependencies throws this into stark relief.

An attack on satellite communications, the backbone of global connectivity, would go beyond merely 
obstructing GPS navigation. It would cripple services like TV broadcasts, internet connectivity, and  
long-distance telephony. This would be particularly detrimental to remote and rural areas, where 
traditional infrastructure may not reach, potentially isolating entire communities. 

Simultaneously, our ability to predict and prepare for severe weather conditions could be dramatically 
hampered if the satellites that monitor weather patterns and climate trends were compromised. 
Such an event would not only impair our ability to provide life-saving early warnings for hurricanes or 
monsoons, it could also compromise our long-term understanding of climate change, with  
far-reaching implications for the planet.

Similarly, an attack on space-based systems that support precision agriculture, global financial 
systems, emergency services, and scientific research would prove devastating. Farmers could 
face massive agricultural losses without the weather data they rely on. Disruptions in the precise 
timestamping provided by GPS satellites could send shockwaves through global stock exchanges and 
banking transactions, potentially triggering widespread economic instability. Additionally, we rely on 
emergency services for safety and security, such as fire, police, and ambulance services, which could 
significantly increase response times without reliable navigation systems. Finally, pursuing knowledge 
could be stalled, as researchers across various fields—from wildlife migration to astronomy—rely heavily 
on satellite technology for data gathering and observation.

THE COMPOSITION OF SPACE SYSTEMS AND OPERATIONS
This extensive network of dependencies highlights the need for robust and proactive measures to 
safeguard space-based assets from the looming threat of cyberattacks. Protecting space systems 
requires cyber defenders to fully grasp intricate operations and interconnections. Like an enterprise, 
these systems contain many connected components, each potentially a vulnerability that adversaries 
could exploit. Comprehending how they fit together, function, and interact is key. It empowers defenders 
to anticipate threats, implement protections, and maintain resilience. 

Securing assets from cyber threats isn’t just about guarding individual components. It’s about 
protecting an entire ecosystem, which demands a holistic understanding of the system’s architecture 
and operations. In the intricate ballet of global communication, space-based assets such as satellites, 
space telescopes, and space stations perform their dance high above the Earth. Each celestial body 
houses its onboard systems.  
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Think of these as the asset’s brain—containing computer processors, storage, sensors, and communication 
antennas. Some even have thrusters for maneuvering. This array of onboard systems receives commands 
from Earth and manages the assets’ daily operations, ensuring the harmony of their orbital dance.

On the Earth’s surface, the dance partners of these space assets are the ground stations, each 
equipped with large antennas. Positioned strategically around the world, they maintain a constant pas 
de deux with the satellites, undeterred by the Earth’s rotation. Here is where the conversation  
happens—ground stations dispatch commands to the satellites and, in return, receive a cascade of 
data. They function as the essential terrestrial connection points in this vast space communication 
network, transmitting and receiving signals like the ebb and flow of an electromagnetic tide.

But the dance does not end there. The data, once received, embarks on a new journey, coursing 
through terrestrial networks toward data centers scattered across various locations. The frequencies 
and technologies forming these communication links vary, fine-tuned for the type of satellite and 
its distance from Earth. The information is processed, stored, and analyzed in these data centers, 
converting the raw data into a comprehensible format for further use.

Finally, these data centers also take on the pivotal role of a command hub, from which operators send 
instructions to the space-based assets. This intricate network, stretching from the silent void of space to the 
bustling data centers on Earth, forms a complicated choreography far more elaborate and interconnected 
than traditional technology systems. Understanding this network is vital to appreciating the sophistication of 
our modern space infrastructure, and the vulnerabilities that must be secured to protect it. 

THREATS TO SPACE OPERATIONS
While specific details about cyberattacks on space systems are often classified or undisclosed due to 
national security concerns, several recent incidents shed light on the types and severity of such threats. 
These real-world attacks illustrate the diversity of the space ecosystem’s cyber threats, ranging from 
service disruption to espionage. The threats can come from various sources, including nation-states, 
non-nation threat actors, and individual hackers. (I have created below a timeline of recent  
space-related attacks, including published attributions of the attackers.)
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Russia
Hackers use malware 
to access information 
on satellites at U.S. 
federal agencies and 
businesses, including 
the Departments of 
State and Defense

Russia
Russia military successfully 
infiltrates a U.S. satellite network, 
not detected for months

Russia
Cyberattack against Viasat 
ground stations in Europe, cutting 
off communications for Ukraine 
government

Non-State Actor
A group affiliated with the 
hacking organization known as 
Anonymous breaks into Russia’s 
Roscosmos satellite control center

Non-State Actor
Volunteers calling themselves 
the “IT Army” launch cyberattacks 
against Russia and Belarus.

China
Chinese hackers 
gain access to Indian 
government satellite 
video link

China
Chinese cyberattack on 
a NOAA weather satellite 
disrupts the transmission 
data downlink

Non-State Actor
A British citizen arrested for 
hacking into a U.S. military 
satellite and stealing 
personnel and satellite 
phone data

Space Cyberattack Timeline (2014-2022)
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Why is space particularly susceptible to cyber threats? While space assets share similarities with those 
affecting terrestrial systems, several factors make them uniquely vulnerable. Assets such as satellites 
are designed to operate for many years, sometimes even decades. This longevity means their onboard 
security can quickly become outdated, making them more vulnerable to evolving threats. Once a satellite 
is in orbit, it’s virtually impossible to physically access it for repairs or upgrades. Therefore, any security 
vulnerabilities present at launch, or those that arise due to changing threat landscapes, can’t be rectified.

Due to the inherent latency in communication with space assets, and the limited processing 
capabilities of many satellites, sophisticated real-time intrusion detection and response measures 
take time to implement. The radio signals used for satellite communication can be relatively  
easy to intercept, jam, or spoof, especially those of lower-frequency bands, unless protected by 
strong encryption and authentication measures. Components for space assets often come from  
a global supply chain, increasing the risk of compromised hardware or software being included in  
the final product.

Given these challenges, cybersecurity in the space domain requires specialized strategies and 
solutions that go beyond the measures employed in traditional IT systems. It calls for secure 
design and manufacturing advances, robust encryption and authentication protocols, secure and 
reliable command-and-control systems, and international cooperation to establish space-specific 
cybersecurity norms and practices.

SECURING SPACE AGAINST CYBERATTACKS
As we extend our reach into the cosmos, security becomes paramount. This reality is rendered more 
pressing as the scope of our space economy continues to expand. The 5,400 satellites currently in 
orbit will be dwarfed by the anticipated launch of more than 24,500 satellites over the next decade. 
Commercial ventures will account for over 70% of these new celestial bodies.

The escalating significance of these assets to the global infrastructure, and the mounting sophistication 
of cyber threats, underline the urgency for innovative solutions. However, the unique hurdles presented 
necessitate a different approach than we typically employ to tackle traditional cybersecurity issues.

Several solutions are emerging, each addressing the specific cybersecurity demands of the space 
domain. Quantum encryption, for instance, is leading the way in communication protection between 
space assets and ground stations, as traditional encryption methods risk obsolescence in the face of 
advancing quantum computing. AI and machine learning are emerging as invaluable tools for real-time 
threat identification, sifting through massive data sets to improve response times and system resilience.

As our space assets multiply, secure space traffic management is becoming increasingly vital for 
identifying potential cyberattacks and ensuring safe operation. A commitment to cyber resilience in 
space systems design is essential. Building these systems with cybersecurity as a cornerstone from 
inception will help ensure they can withstand future threats.

In an increasingly interconnected world, establishing international cybersecurity standards for space 
could unify and enhance the security of all spacefaring nations and companies. And leveraging 
blockchain technology could help secure the integrity of hardware and software used in space 
systems, mitigating a significant source of the threats.

Finally, strengthening the security of land-based components, such as ground stations and data 
centers, is crucial to a holistic space strategy. By integrating these innovative technologies and 
approaches, we can fortify the cybersecurity of the space domain, securing the critical services we rely 
on now and will continue to rely on in the future.



17

Security AnnualTAG 2023

THE TAKEAWAY
My hypothetical cyberattack was designed to serve as a sobering reminder of the potential 
vulnerabilities and profound consequences of such an attack on our space-based systems. I hope 
it underscored thought-provoking questions about our preparedness, the interconnectedness of our 
world, and the urgent need for action.

Moreover, the response portrayed in our scenario highlights the challenges of coordinating a timely 
and effective counter to space-based cyber threats. Overlapping jurisdictions, a lack of defined 
responsibilities, and the absence of international protocols create confusion and delays, leaving us 
vulnerable. It emphasizes the critical need for collaboration and clear lines of authority to ensure a swift 
and coordinated response.

I hope the scenario also underscored the unique nature of space as a domain for cyber threats. The 
longevity of space assets, the difficulty of access for upgrades, and the global supply chains make 
them particularly susceptible to evolving risks. We must recognize the distinctive characteristics of 
space systems and develop tailored strategies to protect them from threats that transcend traditional 
cybersecurity approaches.

Our future, on Earth and beyond, is inseparable from the space domain. It is time for governments, 
organizations, and individuals to prioritize the protection of our space-based systems and preserve 
the benefits they bring. Will we unite to strengthen resilience, foster international collaboration, and 
establish robust frameworks to defend against space-based cyber threats? The answer will shape 
the future of our interconnected world and determine whether space remains a beacon of unity, 
innovation, and exploration.


